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COVER SHEET OF POLICY DOCUMENT 
Code Number Edocs CFRS-#1142 (C/S FIN 3)  

Policy Document Name Data Protection (and subject access requests) 

Introduction The Data Protection Act sets out the safeguards or 
rules that ensure that personal information is handled 
correctly however it is collected, recorded and used 
(whether on paper, stored on computer, or recorded 
on any other material).   
 
It also gives people rights over their personal data.  
 
The Data Protection Act requirements apply to current, 
past and prospective contacts including employees, 
suppliers, clients and members of the public. 
 
This policy explains how the Service will comply with 
the Data Protection Act. 
 
Knowledge of this policy and supporting procedures 
will enable employees to meet their responsibilities 
and comply with the Data Protection Act requirements. 

Owner Information Manager 

Last Review March 2013 

Review Due Date Every two years 

Version Control/Amend 
Schedule 

Controlled by Edocs 

Cross References Information Commissioner Guidance 
Department of Constitutional Affairs guidance 
Data Protection Act and Codes of Practice 

Contents Policy Statement 
Specific commitments 
Ownership and monitoring 
 
Procedures 
1. Notification 
2. Management actions 
3. Third party contractors/agencies and data sharing 
4. Subject access rights 
5. Complaints 
 
Guidance 
1 Definition of personal information 
2 Data Protection principles and Department 

procedures 
3 Privacy statements 
4 Subject access request process and considerations 
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BODY OF POLICY DOCUMENT 
Policy Document Name 

Data Protection and subject access requests 
Policy Element 

 
Policy Statement 
Cheshire Fire and Rescue Service will treat personal information lawfully and 
correctly in compliance with the Data Protection Act (DPA) and the associated 
Codes of Practice. The Service regards the proper treatment of personal 
information as very important to successful operations, and to maintaining 
confidence with employees, stakeholders and the public.  
 
 
Specific Commitments 
The Service will achieve good practice through adopting designated roles and 
responsibilities, implementing robust procedures, provision of training and 
appropriate controls.  
 
All employees have an individual responsibility to comply with this policy and to 
protect personal information. This is formally communicated within the Service 
Code of Conduct, and supported by induction training, and by mandatory Data 
Protection training 
 
The Service will implement procedures which ensure that the key Data Protection 
Act requirements are met, namely –  

 To annually notify the Information Commissioner of any personal data 
processed by the Service 

 To process personal data in compliance with the eight Data Protection 
principles 

 To comply with individuals’ rights 
 
 
Ownership/Monitoring 
A senior officer (currently the Head of Legal and Democratic Services) will 
hold specific responsibility for data protection in the organisation.  
 
The Information Manager is the Data Protection Officer and responsible for 
co-ordinating and monitoring compliance to Data Protection within the 
Service. This includes providing policies, guidance and training materials, the 
review and completion of the DPA notification, and coordination of audits. 
The role of Data Protection Officer may also be called the “Designated 
Officer”. 
 
Heads of Departments (for HQ) and Station Managers (for Stations) are 
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accountable for compliance with Data Protection requirements within their 
area. They must nominate a local DPA Officer within the Department/Station 
to implement and support DPA compliance. This may be the Information 
Owner, team manager or Business Admin Manager for example.  
 
 

Procedure Element 

List of procedures  
1. Notification 
2. Management actions 
3. Third party contractors/agencies and data sharing 
4. Subject access rights 
5. Complaints 

 
 
Procedures 
 
1 Notification 
The Information Manager is responsible for completing the Data Protection 
notification annually prior to 13th October. This includes -  

 reviewing departmental data processing  

 submitting the annual Data Protection notification to the Information 
Commissioner  

 arranging for payment of the notification fee (currently £500 per year).  
The notification declares broad categories of personal data processing by 
purpose and lists data subjects, data classes and disclosures.  
 
Managers must advise the Information Manager promptly of any significant 
changes to personal data processing within their area during the year to enable 
any changes to the Service notification to be made on a timely basis. Failure to 
notify the Information Commissioner accurately and promptly can incur financial 
penalties. 
 
A copy of the notification can be obtained from the Information Manager, or from 
the Information Commissioner web site at www.ico.gov.uk 
 
 
2 Management actions 
Departmental Heads and managers must ensure that any personal data 
processing within their remit, (including by any third parties who process data on 
behalf of the Service), complies with the Data Protection requirements. This 
requires provision of appropriate training and implementation of local procedures 
which comply with the eight Data Protection principles and with individuals data 
rights, namely -  

 informing people about how their data is used,  

 implementing a risk based range of security measures (including 
encryption for mobile data)  
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 actions which maintain data accuracy  

 data disposal based on retention periods. 
Refer to the Guidance for details and contact the Information Manager for 
support if required.  

 
 
3 Third party contractors/agencies and data sharing 
The Service is responsible for compliance with the Data Protection 
requirements where data is processed by or shared with third parties and 
other agencies on behalf of the Service. The Head of Department or 
Information Owner will ensure that appropriate agreements and contracts that 
require compliance with DPA requirements (and in particular individuals 
access rights) are in place where any third party is used to access or handle 
any personal data on behalf of the Service. The agreement or contract should 
include the right to audit. Support can be obtained from the Legal team and 
Information Manager. 
 
 
4 Subject access requests 
Individuals have a number of rights over their data including the right to 
inspect and/or be given a copy of their data, prevent processing in certain 
circumstances, correct any inaccurate information, and claim compensation 
for distress caused by breach of the DPA. 
 
Some Departments process personal information requests within existing 
processes, for example within Fire reports, or for employee personal files. 
These must be handled in compliance with DPA (ie a written response 
provided securely within 40 calendar days,) but where possible can be 
handled as business as usual. 
 
Under the Data Protection Act individuals may submit a more formal subject 
access request, which may be limited to a specific area or may require a full 
search for information. This occurs most frequently either in HR or directly 
sent to line management. 
 
Formal subject access requests should be logged on the Service information 
request register by contacting the PA’s team and support can be obtained 
from the Information Manager if required. For further details refer to the 
Subject access process in the Guidance section. 
 
 
5 Complaints  
The Information Commissioner is responsible for monitoring and enforcing the 
Data Protection Act, and he can investigate, where necessary issue an advisory 
or enforcement notice, and in some cases prosecute.  
 
The Information Commissioner requires that complaints are first brought to the 
attention of the Service, to provide an opportunity for investigation and solution. 
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Any complaints should be directed to the Information Manager, logged on the 
Information request register, and investigated following consultation with the 
Head of Legal and Democratic Services. 
 
If the complainant is still not satisfied, they can then complain to the Information 
Commissioner. The maximum fine per breach of principle under certain 
conditions is £500,000. Fines are issued where the risk was obvious and actions 
to mitigate the risk were not taken. 
 

Guidance Element 

 
List of guidance  

1 Definition of personal information 
2 Data Protection principles and Department procedures 
3 Privacy statements 
4 Subject access request – process and considerations 

 
Guidance 
 
1 Definition of personal information 
The Information Commissioner interprets the term “personal data” widely as 
relating to a living individual, who can be identified from the data or other 
available data. Personal data includes facts, opinions or intentions relating to the 
individual when held on a relevant filing system, accessible record or computer.  
 
Personal data tends to be biographical, affect the person’s privacy, or be 
primarily about the individual. Examples include  

 name,  

 address,  

 date of birth,  

 marital status,  
 
The Service collects personal data within a wide range of processes, for 
example: 

 HR and personnel records  

 Service Directory and contact details; 

 Duty Rota Information; 

 Incident and mobilising data concerning callers/casualties/public; 

 Community safety data which identifies residents or other individuals 

 Investigations and offences 
This list is not exclusive. 
 
2 Data Protection Principles and department procedures 
Department managers and information owners must identify any personal data 
handling and implement and monitor appropriate data handling procedures which 
ensure that employees comply with the eight principles, and individual’s data 
rights, and are set out below- 
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2.1 The Data Protection Act includes eight principles which specify that personal 
data processing must be – 

1) Fair and lawful  
(2) For limited purposes 
(3) Adequate, relevant and not excessive 
(4) Accurate and up to date 
(5) Kept no longer than necessary 
(6) In line with individuals’ rights 
(7) Secure 
(8) Only transferred outside the EEC where there is adequate protection 
 

2.2 In addition individuals have rights over their personal data –  

 the right to be informed that processing is being undertaken;  

 the right of access to the individual’s personal information;  

 the right to prevent processing in certain circumstances;  

 the right to correct, rectify, block or erase information which is 
regarded as wrong information,  

 the right to claim compensation for distress by breach of DPA 
 
2.3 The DPA defines some data as sensitive. This includes –  

 Racial or ethnic origin 

 Trade Union membership 

 Criminal convictions and offences 

 Political opinions 

 Religious beliefs 

 Sexual life 

 Physical and mental health 
Sensitive data can only be processed if one or more of the following schedule 
three conditions apply -   

 The individual has given specific consent 

 The data is essential for employment purposes 

 The data is necessary to protect the vital interests of the individual and 
consent cannot be obtained (this means that life is at immediate risk) 

 The data is necessary for medical, legal, Justice or Government reasons 

 The data relates to ethnic or racial origin and is necessary to assess or 
support equality, and is carried out with appropriate safeguards for the 
rights and freedoms of individuals. 

 
To support this managers must ensure staff handling personal data have role 
specific training. As a minimum all staff must complete the e-learning Data 
Protection module, and managers and handlers of significant personal datasets 
must complete additional role specific training. 
 
 
3. Privacy Statements (Fair Processing Notices & Data protection clauses) 
Managers of departments or teams who collect or handle personal data must 
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explain the data processing to individuals, generally through privacy 
statements (which may also be called Fair Processing notices or Data 
Protection clauses).  
 
This meets the first DPA principle, and builds trust and confidence with the 
individual and reduces the likelihood of complaints. These must comply with 
the Information Commissioner Privacy Statement Code of Practice.  
 
The privacy statement can be provided by 

 including a clause on a data collection form,  

 issuing a leaflet 

 publishing the information on our web site 

 discussing with the individual 

 or a combination of all the above depending on the data 
 
In limited circumstances, a privacy statement is not required. For example where 
it would prevent prompt response in an emergency or where it is evident what the 
data is used for (eg an application form). 
 
The minimum to include is  -  

 The name and contact details of the organisation that controls the data ;  

 A named contact;  

 The purpose/ purposes for which the data is processed;  

 Any further information necessary about the data processing which the  
individual whose data is processed needs to understand for the 
processing to be fair.  

 
When the data is more sensitive, or the use of the data is less obvious it is more 
important that the Privacy Notice is comprehensive and informative. However the 
Privacy notice must be written in plain English and clearly communicate to the 
audience. 
 
The Service publishes a layered privacy statement on our website which lists and 
outlines the main data processing. Managers may use this privacy statement, but 
in some circumstances will also require a more detailed statement, for example – 

 where children or at risk adults are involved  

 where the data processing is complex or unusual  

 where the data processing requires consent. 
 
 If the Corporate statement does not refer to any departmental data processing 
activity, Managers must contact the Information Manager. 
 
 
4. Individual rights and subject access procedures 
4.1 Individuals have a legal right under the Data Protection Act to make a request 
in writing and within 40 calendar days to be -  

 Given a description of the data 
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 Told what the data is used for and who it may be given to 

 Provided with a copy of their personal information held on computer and in 
some manual filing systems.  

 Advised of any automated decision making 

 Permitted to see their data and correct any errors 
 
The DPA allows us to request a fee of £10 and we do not need to provide the 
information until we receive payment.  We do not normally charge a fee for 
employees for occasional requests 
 
4.2 Request process  
Requests should be logged on the information register held by the PA’s team for 
monitoring purposes. 
  
Unlike Freedom of Information requests the response should be sent directly to 
the requester and not via the FOI support email. This is because providing a 
copy of the data to other employees would breach the Data Protection Act 
principles.  
 
Managers must keep a copy or other suitable evidence of the items released, for 
2 years in case of query or complaint. Advise the FOI email when the response is 
sent for monitoring purposes. Refer to the process chart at the end of this 
document. 
 
4.3 Exemptions for requests  
There are a small number of exemptions which may apply to requests in limited 
circumstances where a response may lead to prejudice to any of the following –  

 negotiations with the requester; 

 management forecasts; 

 confidential references given by us (but not ones provided to us) 

 information used for research, historical or statistical purposes;  

 information covered by legal professional privilege. 

 crime prevention and detection 
If any of these may apply contact the Information Manager or Legal Team for 
further support. 
 
4.4  If the request is unclear  
Seek clarification from the individual if there is any confusion about what data is 
required. Until clarification is received the 40 days allowed are suspended. 
 
4.5  Check identity 
Ensure that there is proof of identity such as a driving licence or passport is 
provided before supplying any personal data to avoid identity fraud, unless you 
know the person concerned. Note that an email address is not evidence of 
identity, as an email account can be set up in any name. 
 
4.6  “All the information about me” 
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 If an employee asks for “all the information about me”, then managers 
should write and explain that we will provide a copy of the information 
contained within their personal file, training records, medical reports and 
appraisals, and if they require any other specific information they should 
let us know. This will reduce costs to the public and ensure that the correct 
information is provided.  

 

 If the individual still requires all information about them, then the manager 
must take all “reasonable steps” to locate the information. If there is a lot 
of data about the person, and the individual cannot specify the information 
required, then we can consider asking the individual to inspect the 
information and identify the information which they want copying. 

 
Employee personal data is held in:-  

 Personal Record file (PRF)  
 Any local manager files/folders including development, absence 

management, training, 1:1’s etc  
 Emails directly relating to the employee  
 Appraisals and performance files/folders  
 Disciplinary/grievance files, (consider if there is relevant information 

within other employees file)  
 Minutes of meetings about the employee  
 Exit interviews, (including those from other staff who may have had 

contact with the requestor)  
 Any feedback about the employee from other people 
 Contact previous line managers to establish and locate other 

sources of information 
This is not an exhaustive list.  
  
Searches may also have to be made of all relevant email servers, computer 
drives, databases and manual systems. Under the Acceptable Use ICT policy 
there should be no information held on individual PC’s, but please confirm this 
where necessary. The individuals name, or other identifier (such as employee 
number) can be used to search titles of folders and documents, or in the subject 
line or body of emails. 
 
Ensure that the details found in any search do relate to the person who made the 
request, and not another individual with a similar name. 
 
Check that any third party data within the response does not breach the DPA – 
refer to section 4.8 below. 
 

Search for data requested by members of the public in:- 

 Policy Planning and Resilience 

 Control 

 Unitary Performance 

 Community Fire Safety 
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 Community Fire Protection 

 Democratic Services (complaints and investigations) 
 
Note an applicant is entitled to the information, and does not have the right to 
request specific documents. However it may be easier and more efficient to 
provide the original source document than to create further documentation. 
 
4.7 Requests on behalf of an individual 
An individual can make a request through an agent such as a solicitor or adviser. 
In these circumstances they or their agent must provide evidence such as an 
authorisation letter that they are acting on behalf of the data subject before any 
personal information is disclosed. This is to prevent unauthorised disclosure and 
breach of privacy. 
 

4.8 Third party data  

A request for the personal data of another individual may breach the rights of the 
person who the data is about and must generally be anonymised unless - 

 The data is already known or in the public domain 
 The individual who the data is about has given consent to release  
 The individual who the data is about has no expectation of confidentiality  
 The data release will not cause distress to the person who the data refers 

to  
 The information is purely business/work related about a person working in 

a professional capacity (this excludes employees working at a junior 
grade) 
 

Any data released must be noted in the departmental disclosure log. This is a log 
of any disclosures about individuals to third parties. This is required because the 
individual may ask who has seen their data and we must have a clear audit trail. 
Consult the Information Manager for further support. 
 
4.9 Personal data security 
Personal data should not be emailed apart from in exceptional situations, and 
must be transferred securely according to the sensitivity of the data. It is also 
essential that the identity of the requestor is confirmed. It may be useful where 
possible ask the individual to collect it and provide evidence of identity.  
 
4.10 Data amendments 
Data must not be amended after it has been requested, even if there are 
concerns or issues with the data content. The individual is entitled to a copy of 
the data as it exists at the time. The only exception to this rule is to allow normal 
scheduled amendments to be made. 
 
4.11 Freedom of Information requests 
Freedom of information requests may include personal data as part of the 
information, for example copies of Fire reports and Fire Investigations. This is not 
a subject access request but is a Freedom of Information request which must 
comply with DPA principles. For guidance please refer to the Data Protection 
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Policy or contact the Information Manager. 
 
4.12 Excess work  
If the nature of the request, the format or storage of the information or quantity of 
information creates an onerous task, there are limited situations where it is 
possible to consider not supplying a copy of the information. However some 
alternative must be offered, such as allowing inspection, in order to provide for 
the individuals right of access. 
 
In some limited situations there may be some discretion when answering 
repeated or unreasonable requests. Contact the Information Manager for advice. 
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Have we confirmed the requester’s identity? 
View proof of identity such as driving licence or passport 

Do we need information to find the records they want? 
Contact the requester for clarification 

Are we going to charge a fee? 
The 40 day time is suspended until the £10 fee is paid 

Will the information be changed between receiving the request and 
sending the response? 

Only scheduled changes can be made after a request has been placed 

Does it include any information about other people? 
If so can this be anonymised, or do we have consent from the 3rd party 

or is it reasonable to disclose under the circumstances? 
 

Are you obliged to supply the information? 
Are there any statutory requirements or exemptions 

 

Does it include any complex terms or codes? 
If so provide a key or explanation. 

 

Prepare the response, review with management, 

retain a copy 

Is this a subject access request? 
Is it a request for data about the individual 


