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COVER SHEET OF POLICY DOCUMENT 
Code Number Edocs CFRS# 1550 

Policy Document Name Data sharing 

Introduction The exchange of relevant information between 
organisations is fundamental to improving the quality 
and services delivered to stakeholders.  
 
Individuals expect public bodies to work efficiently and 
share certain information, but individuals also expect 
their personal data to be handled responsibly and 
securely. 
 
This policy explains the Service commitment to data 
sharing where there is a valid business case and 
where the data sharing complies with current 
legislation and guidance. 
 
Knowledge of this policy will enable staff to meet the 
complex and sometimes competing data sharing 
requirements when implementing routine, regular, 
systematic sharing of personal or other controlled or 
restricted data. 
 

Owner Information Manager 

Last Review March 2013 

Review Due Date Every two years 

Version Control/Amend 
Schedule 

Controlled by E-docs 

Cross References Data Protection Act  
Cheshire Halton Warrington Information Consortium 
(CHWIC) and NHS Information Sharing Toolkits  
Information Commissioner Data Sharing Code of 
Practice 

Contents Policy Statement 
Specific Commitments 
Ownership and monitoring 

Procedures 
1. Business case 
2. Risk and privacy impact assessment 
3. Protocol or agreement 
4. Approval and authorisation 
5. Implementation, review and renewal  
6. Data Protection Notification and data register 

Guidance 
1. Business case considerations 
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BODY OF POLICY DOCUMENT 
Policy Document Name  Data Sharing 

 
Policy Statement 
The Service will ensure that all data sharing is lawful, properly controlled, and 
complies with the rights of individuals and all relevant legislation, particularly 
information security, legal powers, and Data Protection Act requirements.  
 
This policy does not sanction unrestricted sharing of personal data, or restrict 
case sharing in an emergency, but supports the regular, routine, systematic 
lawful sharing of personal data. Examples include case conferences, partnership 
work, contact lists and shared systems.  
 
In the event of significant risk to any individual, either a Principal Officer or the 
responsible Head of Department may take the decision to override this policy.  
 
Specific Commitments 
The Service will follow best practice as defined within the Information 
Commissioner (ICO) Code of Practice, the CHWIC Information Sharing Toolkit 
and any relevant sector guidance, and will comply with the Data Protection Act.   
 
Managers will document all regular and routine data sharing activity in a data 
sharing protocol, justifying the data sharing and specifying the requirements and 
procedures for the data supplier and recipient organisations. 
 
Managers will issue appropriate detailed procedures for employees, and privacy 
notices for the individuals whose data is being shared.  
 
All data sharing agreements must be approved by the Senior Information Risk 
Officer and/or a Principal Officer and monitored within a central register, which is 
maintained by the Information Manager. 
 
Ownership/Monitoring  
The Senior Information Risk Officer (SIRO, currently the Head of Legal and 
Democratic Services) is ultimately responsible for the Service approach to data 
sharing, for approving significant data sharing activity, and for ensuring that 
proportionate audits and reviews are conducted.  
  
Heads of Department (HoDs) are responsible for - 

 Sponsoring their data sharing and agreeing the business case  

2. Risk assessment checklist 
3. Protocol guidance  
4. Tier 2 template 
5. Review 
6. Glossary  
7. Process diagram 
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 Ensuring that all data obtained is documented in approved protocols 

 Implementing appropriate controls and procedures  

 Monitoring compliance to the controls and procedures, particularly for 
security, as defined in the protocol.  

 
The Information Manager is responsible for  

 Providing managers with guidance and support for data sharing, 

 Maintaining a register of approved data sharing protocols,  

 Monitoring controls and reporting on compliance and risks to the SIRO 
and Policy Advisory Group.  

 
Ultimately the Information Commissioner as the enforcing body may instigate an 
audit if risks or breaches to personal data occur, and can impose fines for 
breaches of the Data Protection Act. 

Procedure Element 
 
List of Procedures 

1. Business case  
2. Risk and privacy impact assessment 
3. Protocol or agreement 
4. Approval and authorisation 
5. Implementation, review and renewal 
6. Data Protection Notification and Service data sharing register 

 

Prior to sharing data the Head of Department (HoD) as the data sharing sponsor 
must ensure that the following actions are completed, (refer to the Guidance and  
process diagram for further details):- 
 
 1 Business case  
The HoD must authorise a valid and lawful business case justifying the data 
sharing. This must describe:- 

 The purpose of the data sharing,  

 The expected benefits,  

 The power relied on for the data sharing,  

 What legislation and restrictions were considered.  
The business case should be included in the data sharing agreement or protocol, 
and agreed with the Information Manager. 
 
2 Risk assessment and Privacy Impact assessment 
A risk assessment must be completed using the template provided in the 
Guidance section to identify any significant risks. Any risks identified must be 
managed within the Service Risk management process.  
 
For data sharing involving large volumes of data, sensitive data, or for new 
activities, the Information Manager must be consulted to in order to determine 
whether a Privacy Impact Assessment is required.  
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3 Protocol or agreement 
The data sharing must be documented using either a 4 tier protocol or a 
comprehensive document which meets the ICO Code of Practice. (See Guidance 
section for details and templates).  
 
The 4 tier model is generally preferred by public sector organisations due to the 
benefits and clarity of setting out relevant information for each audience 
separately, ie –  
  
Tier 1 (audience - Strategic management)  - the Corporate commitment and data 
standards  
Tier 2 (audience - Line Managers) - the specific data handling procedures for all 
organisations sharing data, 
Tier 3 (audience -staff) - the standard operating instructions, or “do’s and don’ts” 
Tier 4 (audience - data subjects/public/clients) - communications and consent 
forms  
 
 
4 Approval and authorisation 
The data sharing protocol(s) must be approved and authorised, by all the 
relevant parties, as a minimum as follows:- 

 Tier 1 requires SIRO and CFO authorisation 

 Tier 2 requires Principal Officer and Information Manager authorisation 

 Tier 3 requires HoD authorisation 

 Single tier protocols require Head of Legal or Principal Officer 
authorisation. 

The parties to the data sharing may specify other additional signatories. Further 
details are included in the Guidance section. 
 
Signature by the SIRO indicates agreement on behalf of the Service as the 
accountable officer, but the responsibility to comply to the authorised procedures 
remains with the Head of Department as the data sharing sponsor.  
 
After signing all single document, Tier 1 and Tier 2 protocols must be – 

 recorded in the Democratic Services signing in book 

 copied to the Information Manager to add to the Data Sharing register  

 copied to the appropriate manager to implement and comply with the 
standards and requirements. 

 
5 Management actions - implementation, reviews and renewals  
Prior to commencing the data sharing, the HoD as the data sharing sponsor must 
ensure that -  

 staff are trained on all data sharing and associated procedures,  

 any required vetting checks are completed,  

 procedures compliant with the data sharing protocol are documented and 
implemented (in the form of a tier 3 protocol if preferred).  

 the individuals whose data is to be shared are advised through leaflets or 
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consent forms as required under Principle 1 of the Data Protection Act.  
 

Post implementation the HoD must arrange for an annual review of both the data 
sharing activity and procedures, to confirm that the data sharing still meets 
objectives, the procedures are effective, and have not been changed over time. 
(See Guidance for checklist). A copy of the review should be provided to the 
Information Manager for Corporate monitoring purposes. 
 
Data sharing protocols must be renewed as scheduled in the protocol and when 
changes are required. Changes must be agreed with the HoD, the data supplier 
and the Information Manager.  
 
6 Data Protection Notification and Service data sharing register 
The Information Manager will amend the Data Protection notification if 
necessary, log the agreement/protocol on the Service data sharing register, and 
ensure that the activity is published in the appropriate section of the Service 
website. 
 
Guidance Element   
 
List of guidance 

1. The Business case considerations 
 1.1 Legislation 
 1.2 Statutory powers for data sharing 
2. Risk assessment checklist 
3. Protocol guidance  
4. Tier 2 template 
5. Review 
6. Glossary 
7. Process diagram 

 

1 Business case considerations  

The following points should be considered within the business case. This must 
set out the purpose of the data sharing and the expected benefits, then explain 
what legislation and restrictions have been considered and detail the power 
relied on for the data sharing activity.  
 
 
1.1 Legislation  
Data Protection Act (DPA) For details refer to the Data Protection Policy 
All personal data sharing must comply with the DPA, the eight DPA principles 
and individuals rights. In particular this means that:-   
 

 Personal data can only be processed or shared if one of the DPA 
schedule 2 conditions apply. The conditions are :- 

 Consent was obtained, 

 To protect the vital interests of the person,  
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 Meet legitimate public duties, or  

 To comply with legal obligations. 
 

 If the data sharing includes data classed under the DPA as sensitive, 
(examples being ethnicity, health, criminal records), then a further 
condition from the schedule 3 list must be met. These conditions are :- 
 

 explicit and informed consent obtained,  

 necessary to protect the vital interests of an individual and 
consent cannot be obtained. 

 

 The data processing must be “Fair”, and generally communicated using a 
Privacy Statement, or data protection clause on a document, leaflet or 
web site (see www.cheshirefire.gov.uk/about-us/key-documents/data-
protection  
 
This must explain what data is being processed and shared, for what 
purpose and give the organisations name and contact details in order to 
obtain further information. 

 

 All personal data sharing must be declared on our Data Protection 
Notification by contacting the Information Manager. 

 

 Adequate and appropriate measures must be taken to prevent the harm 
from a security breach. In particular all personal data must be encrypted 
when transferred or mobile. 

 
 
Common Law of Confidentiality 
Common law and statutory duties of confidence require that information must not 
be disclosed (and therefore shared) if it was given in circumstances that expect 
or imply a duty of confidence from the recipient. An example is medical records. 
 
 
Other statute 
Other statutes may impose specific obligations to information given for certain 
purposes, such as the Access to Medical Reports Act, the Health and Safety at 
Work Act, the Finance Act, the Child Support Act and others. 
 
Some statute gives discretion to disclose certain data in the public interest, for 
example the Crime and Disorder Act. 
  
 
Security restrictions 
Information which is classed as secret or above or has similar significant security 
value as specified within the Government Security Protective Framework, must 
be held securely and only accessed by nominated, security cleared officers. 
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This generally means that this type of data cannot be shared, without authority 
from the original information owner. Contact the Information Manager for advice. 
 
Human Rights 
Article 8.1 of the European Convention on Human Rights states that –  

‘Every one has the right to respect for his private and family life, his home 
and his correspondence’ 

This is not an absolute right, but in order to justify interference by data sharing 
we must show that any data sharing is – 

 In accordance with the law and n the pursuit of a legitimate aim 
 Necessary in the interests of security, or public safety, for the protection of 

health, or the prevention of crime and disorder 
 
 
Case Law 
Some case law exists relating to sharing of names and addresses, where 
legitimate and well defined circumstances apply. Examples include where the 
data was originally collected for the same purpose and there is no harm to the 
individual, or where the individuals were told that their data may be shared for 
compatible purposes in the future. Contact the Information Manager for details. 
 
 

1.2 Statutory powers for data sharing 

Statutory powers and statutory obligations are given by specific legislation.  The 
statutes which may provide either explicit or implicit powers to share data are:- 
 

 Children Act (2004) – especially Section 47 – requires organisations to 
share information to protect children. 

 

 Crime and Disorder Act  - anonymised/de-personalised data can be 
shared for many purposes, and case specific personal information can be 
shared in order to reduce deliberate fires and anti-social behaviour. 
Anonymised data means data which can not identify an individual. 

 

 The Fire and Rescue Services Act (2004) section 6 requirement to 
promote fire safety provides implicit power for community safety activities. 

 

 Local Government Act (1972) Section 111 and Local Government Act 
(2000) Section 2 provide implied powers to share (e.g. for well-being). 
This may provide the power for various types of partnership work. 

 

 The Audit Commission National Fraud Initiative explicitly requires public 
bodies to share information about staff and suppliers for data matching 
purposes. This includes financial information and some personal details. 

 

 The Environment and Safety Information Act requires local authorities and 
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FRS to maintain a register of notices served concerning health, safety and 
environmental protection and related purposes. This may support the use 
and sharing of Community Fire Protection information. 

 
 
2 Risk Assessment checklist 
Data sharing must be risk assessed prior to approval, and must consider the 
following points –  

 Perceived harm of or breach of privacy through data sharing  

 Failure to redesign the existing system or implement controls  

 Obtaining a higher data category than necessary  

 Failure to comply with Data Protection Act requirements  
o Fair processing – how to advise ID of data controller, privacy 

notices, 
o Identification of sensitive data 
o Grounds for processing relevant types of data (DPA schedules) 
o Obtaining consent 
o Lawful processing – relate to statutory powers 
o Consider confidentiality restrictions 
o How confidentiality will be maintained 
o Purpose limitation 
o Procedures to check use of data 
o Notification 
o Disclosures  
o Adequate, relevant and not excessive 
o Accurate and up to date 
o No longer than necessary – retention and deletion process 
o Subject access 
o Processing that could cause damage or distress 
o Automated decision taking 
o Data Security – appropriate level 
o Contingency plan for loss of data through human errors, computer 

virus, network failure, theft, fire, flood, other disaster 
o Overseas transfer 
o Use of a data processor 

 Data quality issues  - accuracy, relevance and adequacy, loss of context 
or misinterpretation 

 Breach of information security on transfer or during use in CFRS 

 Data loss due to ICT or software failure 

 Unauthorised data access  

 Function creep, beyond the original agreed use 

 Use of excess personal data in identifiers 

 Use of data matching and potential consequences 

 Compatibility of terms and definitions  
 
This list is not exclusive and can be added to as appropriate. Significant risks 
must be managed through the Service Risk Management system. 
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3 Data sharing protocol guidance 
Data Sharing agreements or protocols set out a common set of rules to be 
adopted by the organisations involved in the data sharing process. Some 
agencies require the use of a 4 tier data sharing protocol (see the NHS 
Information Sharing Toolkit for examples of standard format). This involves 4 (or 
5) separate documents, each of which details a different process for different 
audiences, namely –  
  
Tier 0 – Strategic Information Sharing Protocol  (This tier is optional). 

 High level protocol which briefly sets out the strategic principles which  
organisations should adopt. Requires Chief Officer sign off.  

 
Tier 1 – Protocol for Information Sharing  

 Sets out the strategic commitment and rules. 

 Includes a summary of legal advice and a definition of four levels of data.  

 Should be signed by the Chief Officer and SIRO. 

 A Tier 1 protocol may cover multiple Tier 2, 3 and 4 protocols. 
 
Tier 2 – Information Community Arrangement (ICA)– (see Template) 

 Covers the essential criteria of a protocol (who, why, what, where, when, 
how) and details the appropriate legal powers.  

 Should be signed by a Principal Officer and the Information Manager. 

 Must be agreed by the SIRO. 
 

Tier 3 – Operational Instruction (OA) (the responsibility of the HoD as sponsor). 

 Explains to practitioners what they can/cannot do when data sharing, and 
defines the process and rules as guidance for employees. 

 Details specific working practices (e.g. verbal case conferences or 
electronic system access). There may be several Tier 3’s for each Tier 2.  

 Where relevant, existing documents such as department procedures or 
standard operating procedure may be used as a Tier 3 protocol. 

 Signed by the HoD 
 

Tier 4 – Privacy, Confidentiality & Consent   

 Aims to communicate with service users and the public. 

 Explains the various processes and documentation used  

 This includes consent forms and privacy statements or Fair Processing 
Notices. Refer to the corporate privacy statement on our web site and 
notify the Information Manager if any data sharing is not included. 

 
 
Single documents and mandatory contents for protocols 
There are situations, particularly when working with small agencies, where a 
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single comprehensive document can be used to document the data sharing 
activity. It must cover the contents listed in the Data Sharing Code of Practice, 
namely -   

 The purpose of the data sharing activity 

 The organisations involved 

 The data to be shared 

 The basis for sharing, legal powers and duties 

 Access and individuals rights 

 Information governance –  

 how excessive information will be avoided,  

 how accuracy will be ensured,  

 how compatibility is achieved,  

 rules for retention and deletion,  

 agreed standards for technical and organisational security 
arrangements including transmission and responses to any 
breaches. 

 How to deal with DPA and FOI requests 

 Timescales for assessing effectiveness and governance in the future 

 Procedures for termination of the agreement and how the data will be 
deleted or returned to the supplier. 

 
Additional useful content recommended  –  

 Glossary of key terms 

 Summary of the key legislative provisions 

 Model form for consent 

 Decision chart for data sharing 

 Data request form 

 Data sharing decision form.  
 
In limited and exceptional circumstances where established business referral 
processes meet the principles within this policy and are comprehensively 
documented, the Information Manager may agree that a data sharing protocol is 
not required.  
 
 
Existing protocols 
A register is held by the Information Manager of approved data sharing 
protocols. Managers must ensure that existing protocols are not already in place 
before developing new ones, particularly where Tier 1, 3  and 4 protocols exist 
for similar activities. Consult the Information Manager for further advice. 
 
 
Privacy Impact Assessments and Risk Assessments 
Data sharing which results in a new information process or significant change to 
existing processes require completion of either a Privacy Impact Assessment, or 
a risk assessment, with detailed consideration of security for data in transit.  
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All identified risks must be mitigated by appropriate controls made up of a 
combination of organisational, process and technology controls. Support can be 
obtained from the Information Manager and from www.ico.gov.uk  
 
4 Template for Tier 2 protocols 

 
1. Business Case and Introduction 
This should set out - 

 the driver(s), the legal justification and authority for the data sharing, for 
example legislation such as The Fire and Rescue Services Act, the 
Regulatory Reform Order, or the Crime and Disorder Act  

 the benefits expected to ensue from the data sharing. 
 
2.  Purpose and Objectives of Sharing Data 
This section should detail the objective and the purposes of the data sharing. 
 
3. Parties to the data sharing, and scope 
The parties to the agreement, and conditions relating to the data sharing, the 
period of review and withdrawal mechanisms. 
 
4.  Legislation 
Any legal safeguards, consideration and legislative requirements relating to the 
data exchange, and the commitment to legal compliance. 
 
5.  Data Source and Types of Information 
Description of the data, any specific or implied conditions, and the data source. 
 
6.  Data Supply and Process 
The method of supply, and any process required by either partner. 
 
7.  Data use and Constraints 
A brief description of the use of the data, and list of any constraints. 
8. Roles and Responsibilities Under The Agreement 
 
9. Specific Procedures 

9.1 Data Storage - A brief description of the storage conditions  
 
9.2 Consent  - Any consent or publication to comply with Data 
Protection requirements. 
 
9.3 Data Access and Security -Permitted data access, and 
responsibility for security. 
 
9.4 Data Errors - The process, time frame and responsibility to correct 
data errors. 

 
9.5 Subject Access/Freedom of Information (FOI) – how information 
will be handled, including data supplied by third parties. 

http://www.ico.gov.uk/
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10. Information Sharing Procedure – optional section 
Any additional information or guidance in support of the data sharing  
 
11. Review, Retention and Deletion 
Agreed data retention periods, responsibility for and method of the data disposal, 
including any back up data on servers. 
 
12 Review of the Information Sharing Agreement 
Date and responsibility 
 
13 Authorised signature, and contact details 
 
Signed on behalf of ………………. Signed on behalf of Cheshire Fire and 

Rescue Service  
 

…………………………………. 
 
……………………………………. 

Role Head of Legal 
Date 
 

Date 

 
………………………………….. 
Principal Officer 
Date 

 
 

Nominated/designated Officer 
 

Nominated/designated officer 

Signature Signature 

Date Date 

  

 

5  Review 

A regular review should be conducted to assess whether the sharing of 
information is having the desired effect, for example in terms of reducing crime or 
providing a more efficient service to the public.  
 
Any review should also consider any complaints or questions received from 
members of the public. Any relevant Codes of practice and other guidance 
should be cross referenced to ensure that any changes are taken account of. 
 
As a minimum the review should consider whether:- 
1. The data sharing is having the desired effect and benefits and is still needed. 
 
2. The original justification for data sharing is still valid. 
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3. The fair processing notices/privacy statements still provide an accurate 
explanation of the information sharing activity. 
 
4. The procedures for ensuring the quality and quantity of information are being 
adhered to and are working in practice. 
 
5. Organisations involved in the information sharing are meeting agreed quality 
standards. 
 
6. Retention periods are being adhered to and continue to reflect business need. 
 
7. Security remains adequate and, if not, whether any security breaches have 
been investigated and acted upon. 
 
8 Individuals are being given access to all the information they are entitled to, 
and that they are finding it easy to exercise their rights. 
 
9 There is any unauthorised functional creep. 
 
10 Any queries or complaints are responded to and are used to inform 
improvements to arrangements. 
 
Review schedule 
The responsibility for and the frequency of review required should be defined in 
the Tier 2 protocol, and based on the level of risk arising from the type of data 
sharing. Considerations include the volume, type of data, whether this is a new 
area of data sharing and the risks of breach or complaint.  
 
It is likely that an annual review will be required to begin with, but that this may 
be increased in higher risk situations.  
 
Any significant changes should be publicised appropriately, eg on the web site, 
or in the press. 
 
 
6 Glossary 
Personal data - is defined under the Data Protection Act 1998, as data which 
identifies a living individual. It should be about the individual and includes the  
name and address. The risks increase if there is a possibility of the individual 
suffering any distress or embarrassment from use or access to the data. 
 
Anonymised data is data about a single individual, where all identifiers have 
been removed, making the data anonymous. Examples include feedback from 
consultation groups, or profiling. This data is not normally restricted by 
legislation. 
  
Aggregate data is anonymous data which is grouped or added together to report 
information, such as performance indicators, and social indices. This data is not 
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normally restricted by legislation.  
 
Note: either anonymised or aggregate data may allow the identification of 
individuals where small numbers are involved. 
 
Designated officer this may be the Data Protection Officer or equivalent such as 
the Caldicott Guardian. This role is responsible for ensuring that their 
organisation complies with legal and other requirements relating to information. 
In Cheshire Fire and Rescue Service this is the Information Manager. 
 
Information Owner is the nominated manager with responsibility for the data, and 
responsibility for compliance with data protection and data security. 
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7 Process diagram 

 

1 Business case 
HoD to set out the business case, with support from the 

Information Manager 

3 Protocol or agreement 
HoD and Information Manager to document a data sharing protocol 

compliant with the Code of Practice  

2 Risks 
HoD to complete risk assessment (using checklist in Guidance), 

and Privacy Impact Assessment if required and accept risk. 

4 Approval and Authorisation 
 Protocol to be agreed and signed as defined on page 9 of this 
policy, and logged in the Democratic Services signing in book  

 

5 Implementation 
Manager to manage risk, implement procedures, train staff, 
complete staff vetting, and schedule reviews and renewals. 

6 DPA notification and Data sharing register 
Information Manager to revise Data Protection 

notification, and log the protocol on the register. 

7 Support, guidance and monitoring 
Information Manager to provide support and 

monitoring. 


