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1. Introduction 

This progress report provides an update to the Performance and Overview Committee in 

respect of the assurances, key issues and progress against the Internal Audit Plan for 

2014/15. Comprehensive reports detailing findings, recommendations and agreed actions 

are provided to the organisation, and are available to Committee Members on request.  In 

addition a consolidated follow up position is reported on a periodic basis to the Performance 

and Overview Committee. 

 

2. Key Messages for Committee Attention 

The table below identifies the key areas from our work and the actions to be delivered by 

management.  Section 3 of the report provides an update of the work in progress.  Appendix 

A provides the categorisation of assurance levels and risk ratings and Appendix B confirms 

performance against plan.  Details of agreed High Level actions are provided in Appendix C. 

Title Assurance Level 

 

Recommendations 

 

Stores Review Significant/Limited       0 x Critical 
   2 x High 

3 x Medium 

         4 x Low 

Introduction and Background: In the Internal Audit Plan for 2014/15 as approved by the 

Fire Authority was a review of stores.  

For the Fire Authority to fulfil its duties it is essential that robust processes are in place to 

ensure the security, efficient procurement and usage of stock.  

The Fire Authority operates its main stores at its headquarters in Winsford and issues stock 

to staff within headquarters and to their 24 fire stations across Cheshire. Overall 

responsibility for management of stores and the issuing of stock is with the Head of 

Procurement.  Departments / stations become responsible for the use and safekeeping of 

stock upon their receipt. 

The value of stock held at the time of the review (May / June 2014) was £450,000. High 

value items ordered / stored in the main stores include Personal Protection Equipment 

(PPE), uniforms and maintenance items. 
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Objective: To assess the efficiency and effectiveness of arrangements in place for the 

security of stores and the recording, storing and supply of items held in stores.  The review 

focussed on the arrangements in place at the main stores at headquarters and Winsford fire 

station.  The following sub objectives were identified: - 

• Stores items were held securely and stored in a manner allowing efficient usage 

when required; 

• Processes and controls were in place to prevent and identify stock from being lost, 

misappropriated or stolen; 

• Governance arrangements were in place including procedures and assigned roles 

and responsibilities; 

• Controls to efficiently purchase and record stock were established and operated as 

designed; 

• Robust controls and processes were in place for the issue and return of stock; 

• Robust processes and controls were in place for the removal and disposal of stock 

that was no longer fit for use; and 

• Regular stock checks were completed to provide assurance on the accuracy of stock 

levels. 

 

Summary: The review noted that the processes in place for the ordering, storage and 

issuing of stock were well established and the systems used for the management of stock, 

principally Agresso provided effective controls for the authorisation of requisitions and 

allocation of stock.  The review identified some significant risks relating to access to the 

main stores and improving the monitoring and reporting of stock takes which, could result 

in stock being lost stolen or misappropriated and going unnoticed. 

Other areas where controls could be further enhanced include the introduction of 

designated areas both in the main stores and in Agresso to manage returns and stock which 

cannot be used, improved signage, disposal of stock written off and ensuring the reason for 

returns are fully recorded and evaluated. 

 

Area Assurance Level 

• Security 

• Stock Takes 
Limited 
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• Storage 

• Monitoring & Reporting 

• Ordering / Issuing of Stock 

• Returns  

• Write Off Arrangements 

Significant 

 

Key areas agreed for action (due to be complete between September 2014 and March 

2015): 

• A review to be undertaken on the following: - 

(i) Temperature controls in the stores to ensure security doors are shut at all times; 

(ii) Options to prevent access into the main stores area from the workshop stores. 

This could involve extending the wall separating the two areas; 

(iii) Improved communication to the Stores team when contractors will require 

access to main stores. This includes the potential use of permits to alert the 

Stores team of contractors requiring access to stores; and 

(iv) Access into stores, with Property Services to limit access to staff requiring access 

for operational purposes only.   (High) 

• A process is to be introduced to alert the Head of Procurement and Head of Finance 

of any stock variations and to include the number of stock resets as a KPI. (High)   

Medium recommendations to be actioned focused on: -  

• Reviewing the processes to dispose of stock write offs to ensure they are disposed of 

promptly and to achieve a potential resale value if possible; 

• Establishing a physical quarantine area in the main stores and to assess the feasibility 

of establishing a quarantine location in Agresso; and 

• Ensuring all stock returns are recorded and included as part of the KPI’s for the 

Procurement Department.   Staff should be reminded of best practice when 

requesting stock such as communicating sizes of clothing and personal protection 

equipment, the need to use return templates and to include the reasons for the 

return of stock. 

Four low recommendations were raised relating to the periodic review of write off’s to 

confirm approval, providing additional analysis to support any significant stock variances, 

the receipting of uniforms at Fire Stations and improving the signage in the ‘stock in / out 

area’ at the main stores.  
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Executive/ Management Sponsor:  Head of Finance / Head of Procurement 

Title Assurance Level 

 

Recommendations 

 

DCLG Health and Safety 

Framework 

N/A N/A 

Introduction and Background: The Health and Safety Executive is the enforcing authority 

for health and safety for Fire and Rescue Authority activities. Under this authority, the Health 

and Safety Executive has a remit to carry out inspection, investigation and enforcement, as 

well as to provide advice and guidance to all Fire and Rescue Authorities. 

 

The Department for Communities and Local Government issued a guidance document in 

June 2013 for Fire and Rescue Authorities ‘Health, safety and welfare framework for the 

operational environment’.  The framework document is to assist Fire and Rescue Authorities 

in balancing risks, specifically in their wider role to protect the public and property, while 

meeting their health and safety at work duties to protect their staff and others. 

 

This framework focuses on the operational and training environments that are unique to 

firefighters, and does not replace or replicate other health and safety guidance that applies 

to more routine activities.  This is strategic level guidance for Fire and Rescue Authorities for 

planning health and safety in the operational environment. It is to assist Authorities in 

fulfilling their health and safety duties. 

 

In September 2013, Cheshire Fire and Rescue Service (CFRS) completed a gap analysis 

exercise which reviewed their policies and procedures against the requirements of the 

framework.  As a result of this exercise a number of actions were identified in order to 

address the gaps identified and, as at May 2014, management had confirmed that all 

actions have been completed. 

 

Objective: MIAA were requested to undertake an independent review of the gap analysis 

completed by CFRS in order to determine whether the findings represented an accurate 

position. 

 

A sample of areas was selected from the gap analysis framework and this was reviewed 

against the requirements in the DCLG Framework.  Meetings were held with the key lead 

officers in order to gain an understanding of the processes that support the findings 

documented in the gap analysis.  Evidence to support the policies and procedures in place 

was provided for the key areas. 
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Summary: Based on the areas reviewed we can conclude that overall the gap analysis 

completed by CFRS represented an accurate position. There were some areas for 

consideration and these are detailed below. 

As this review related to an advisory assignment no assurance level has been provided. 

 

Key areas agreed for consideration: 

DCLG Framework Section 5 – H&S Policy 

• As part of the next update of the Health and Safety policy, consideration should be 

given to including a link to the policy covering the procurement and maintenance of 

operational equipment / plant. 

 

DCLG Framework Section 6 - Organising for the Safe Delivery of Operational Activities 

• CFRS should obtain an annual statement of assurance from the responsible body to 

confirm that the provision of training for Call Handlers has been delivered and is in line 

with the DCLG Framework. 

 

DCLG Framework Section 7 - Planning and Implementing Operational Policy 

• There is a data sharing arrangement with neighbouring Fire and Rescue Services, to 

share ‘Site Specific Risk Information’ (SSRI) for all relevant risk sites within a 3km radius 

of service boundaries.  Confirmation should be sought from the neighbouring FRS as to 

the timescale for completion of all SSRI for all relevant sites. 

 

DCLG Framework Section 11 – Auditing 

• The Health and Safety Audit plan once drafted and approved by the Head of 

Operational Policy and Assurance, should be submitted to the Health Safety and Welfare 

committee for scrutiny and approval; and 

• Station Managers should report the results of SSRI audits to the Premises Risk 

Information Group, attended by the Health, Safety and Wellbeing Manager. 

 

DCLG Framework Section 13 – Welfare at Incidents 

• Consideration should be given to providing appropriate stress management training for 

all line managers within CFRS. 

 

Executive/ Management Sponsor:  Head of Operational Policy and Assurance 
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3. Work in Progress 

The following piece of work is in progress and will be reported to Committee following 

completion: 

Work In progress 

• Utilisation of Vehicle Fleet – Fieldwork in progress 

 

4. Request for Audit Plan Changes  

Performance and Overview Committee approval will be requested for any amendments to 

the original plan and highlighted separately below to facilitate the monitoring process. 

 

There are no current proposals to amend the approved audit plan. 
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Appendix A: Assurance Definitions and Risk Classifications 

Level of 

Assurance 

Description 

High Our work found some low impact control weaknesses which, if addressed would 
improve overall control.  However, these weaknesses do not affect key controls and are 
unlikely to impair the achievement of the objectives of the system. Therefore we can 
conclude that the key controls have been adequately designed and are operating 
effectively to deliver the objectives of the system, function or process. 

Significant There are some weaknesses in the design and/or operation of controls which could 
impair the achievement of the objectives of the system, function or process. However, 
either their impact would be minimal or they would be unlikely to occur. 

Limited There are weaknesses in the design and / or operation of controls which could have a 
significant impact on the achievement of the key system, function or process objectives 
but should not have a significant impact on the achievement of organisational 
objectives. 

No There are weaknesses in the design and/or operation of controls which [in aggregate] 
have a significant impact on the achievement of key system, function or process 
objectives and may put at risk the achievement of organisational objectives. 

 

Risk Rating Assessment Rationale 

Critical Control weakness that could have a significant impact upon, not only the system, 
function or process objectives but also the achievement of the organisation’s 
objectives in relation to: 

• the efficient and effective use of resources 
• the safeguarding of assets 
• the preparation of reliable financial and operational information 
• compliance with laws and regulations. 

High Control weakness that has or is likely to have a significant impact upon the 
achievement of key system, function or process objectives. 
This weakness, whilst high impact for the system, function or process does not have a 
significant impact on the achievement of the overall organisation objectives. 

Medium Control weakness that: 
• has a low impact on the achievement of the key system, function or process 

objectives; 
• has exposed the system, function or process to a key risk, however the 

likelihood of this risk occurring is low. 

Low Control weakness that does not impact upon the achievement of key system, function 
or process objectives; however implementation of the recommendation would improve 
overall control. 
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Appendix B: Contract Performance 

The primary measure of your internal auditor’s performance is the outputs deriving from 

work undertaken. The plan has also been discussed with lead officers to determine the 

appropriate timing of individual work-streams to accommodate Fire Authority priorities, 

availability, mandatory requirements and external audit views.  

General Performance Indicators 

The following provides some general performance indicator information to support the 

Committee in assessing the performance of Internal Audit. 

Element Status Summary 

Progress against plan Green 
Audit reviews are on track in terms of planned 

completion. 

Timeliness Green 
Generally, reviews are progressing in line with planned 

delivery 

Qualified Staff Green 

MIAA Audit Staff consist of: 

• 65% Qualified (CCAB, IIA etc.) 

• 35% Part Qualified 

Quality Green 
MIAA operate systems to ISO Quality Standards. Triennial 

review by External Audit was positive. 
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Overview of Output Delivery 

REVIEW TITLE PLANNED COMPLETION  

(Performance and 

Overview Committee) 

ASSURANCE 

LEVEL 

Commentary 

 
Sept  Dec  Mar  Jul  

High/Significant 

Limited/No 

 

FINANCE & RESOURCES 

Combined 

Financial Systems    ο    

Payroll On-Call 

Staff    ο    

PERFORMANCE 

Utilisation of 

Vehicle Fleet   ●    Fieldwork in Progress 

Sickness Absence  ο    

This assignment has been 

deferred from Q2 at the 

request of management 

OPERATIONAL COMPLIANCE 

DCLG Health and 

Safety Framework ●    N/A Final Briefing Note Issued. 

IT Infrastructure    ο   

This assignment has been 

deferred from Q2 at the 

request of management. 

Equipment Stores  ●    
Significant / 

Limited 
Final Report Issued. 

GOVERNANCE, RISK AND LEGALITY 

NW Joint Control 

Centre - 

Governance 

Arrangements 

 ο     

FOLLOW-UP AND CONTINGENCY 

Follow-up   ο    

Contingency ●     
DCLG Health and Safety 

Framework 

 

 

Key 

ο = Planned 

● = In Progress / Complete 
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Appendix C: Critical/ High Risk Recommendations 

There were no critical / high risk recommendations included within the reports 

Stores Review 

Control Design 

1. Security of HQ Stores 

 

Issue Identified – A review of security arrangements of stores at the Fire Service 

Headquarters noted the following areas of weakness: - 

• A review of access levels in the Net2 Access system noted there were a significant 

number of individuals (40 – 60) outside of the Stores Team with access to the stores 

and instances where access levels required reduction or removal.  There is no formal 

and periodic review of entry logs to identify any potential inappropriate access. 

• From discussions with the Stores Team it was explained that on occasion the outside 

door to the main stores is left open due to the temperature in the goods in / out 

area. 

• Outside of working hours there are occasions when engineers require access to the 

workshop stores area and swipe cards are assigned for such purposes.  This does not 

include access to the main stores which is secured via a separate protected door 

which is intended to be prevented to this staff group.   It was noted that the height 

of the inner wall separating the workshop and the main stores is insufficient to 

prevent unauthorised access being gained.   

• From discussion with the Stores Team it was highlighted that instances have arisen 

where appointed contractors have accessed the stores at headquarters to carry out 

maintenance / repairs without the knowledge of warehouse staff. 

  

   Risk Rating – HIGH 
 

 

Specific Risk – Weaknesses in access to the main stores at headquarters which could result in 

stock being lost stolen or misappropriated. 
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Recommendation: 

(i) All designated security doors which access the stores must be kept closed at all 

times. 

(ii) To consider the security arrangements in place for preventing access to the main 

stores via the workshop area. 

(iii) The Facilities Department should provide advanced notification to the Stores Team 

when external contractors will be working in the main stores area.   

(iv) Although internal reviews of access levels have been completed in 2014, a further 

review of individuals with access to stores is required to ensure access is appropriate 

and restricted where possible. A formal review of access logs should be completed 

periodically to identify any amendments that may be required and any instances 

where access has been gained outside of normal operating requirements. 

 

Management Response (Remedial Action Agreed):  

(i) A review of temperature controls in the stores will be completed to ensure security 

doors are shut at all times.  

(ii) A review of options to prevent access into the main stores area from the workshop 

stores area will be completed. This could involve extending the wall separating the 

two areas. 

(iii) A review of controls to communicate contractors requiring access to stores to the 

Stores Team will be completed. This includes the potential use of permits to alert the 

Stores Team of contractors requiring access to stores. 

(iv) A review of access into stores will be completed with Property Services to limit access 

only to staff requiring access for operational purposes.    

 

Responsibility for action – Head of Property Services / Head of Procurement 

  
Deadline for Action –  

(i-iii) - March 2015 

 (iv) - October 2014 
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Stores Review 

Control Design 

2. Stock Take Report 

 

Issue Identified – Pick list sheets are generated from requisitions input into Agresso and this 

provides a report of stock items that are to be picked and dispatched.  In the event that the 

physical stock level is lower to that recorded, Agresso is updated to reflect the physical stock 

count.  ST09 reports are available in Agresso which provide details of any adjustments made 

to stock levels however, these reports are not being formally monitored or reported to 

management.  This risk is increased due to the weaknesses in controls relating to access to 

stores highlighted in recommendation 1. 

  

   Risk Rating – HIGH 
 

 

Specific Risk – Stock not recorded on Agresso when issued or lost, misappropriated or stolen 

could go unnoticed. 
    

Recommendation: 

(i) Management should introduce a process whereby ST09 reports are generated when 

stock levels in Agresso are amended.  This should be used to identify any issues with 

storage / pick lists and to confirm the validity of these amendments. 

(ii) Any variances as a result of stock resets should be included as part of the stock 

variance analysis – recommendation 7 refers. 

(iii) The number of stock resets should be considered for inclusion in reported KPIs. 

 

Management Response (Remedial Action Agreed): A process will be introduced to alert the 

Head of Procurement and Head of Finance of stock variations and to include the number of 

stock resets as a KPI.        

Responsibility for action – Head of Property Services / Lead Store Keeper 

  

Deadline for Action – September 2014 

 


