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1. Introduction 

This progress report provides an update to the Performance and Overview Committee 

in respect of the assurances and key issues from the final three reviews to be reported 

against the Internal Audit Plan for 2014/15. The report also includes details of the 

progress made in respect of the 2015/16 Internal Audit Plan. Comprehensive reports 

detailing findings, recommendations and agreed actions are provided to the 

organisation, and are available to Committee Members on request.  In addition a 

consolidated follow up position is reported on a periodic basis to the Performance 

and Overview Committee. 

 

2. Key Messages for Committee Attention 

Since the previous meeting of the Performance and Overview Committee the 

following reports relating to 2014/15 have been finalised: - 

• IT Network Infrastructure – Limited Assurance 

• Pension Payments – Significant Assurance 

• Statement of Assurance – High Assurance 

The table below identifies the key areas from our work and the actions to be delivered 

by management. Appendix A provides the categorisation of assurance levels and risk 

ratings and Appendix B confirms performance against plan for 2015/16. 

Title Assurance Level 

 

Recommendations 

 

IT Infrastructure Limited    0 x Critical 
   2 x High 

 4 x Medium 

 0 x Low 

Background: The Information Technology Department within the Cheshire Fire and 

Rescue Service (CFRS) is responsible for the management, maintenance and 

development of the IT infrastructure provided to its departments.  While the 

management and support of some elements of the infrastructure, and some key 

applications, has been outsourced, oversight is exercised by the in-house team.  

The effective, timely and properly controlled delivery of the service underpinned by 

the infrastructure is essential to ensure that the confidentiality, integrity and 

availability of the applications used by the Service is assured in line with good practice 

and the expectations of the client departments who depend on them to support 
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business and operational processes. In addition, the provision of this service has a 

“reputational” risk as failure to deliver the level of service expected, should there be an 

incident, would reflect badly on the Service, Authority and IT. 

Objective: To assess the robustness of a subset of key infrastructure controls within 

CFRS. 

Summary: The review highlighted many areas of good practice associated with the 

controls implemented or maintained by IT staff, including but not limited to:  

• Comprehensive logging, monitoring and alerting of key infrastructure activity 

and security events; 

• Good security discipline evident in the majority of areas; 

• Microsoft security patching of the server and PC environment; 

• Resilient network and other infrastructure components; 

• Some good network cabling evident; 

• Good backup and recovery arrangements; and 

• IT Asset Management processes. 

The review did, however, identify some concerns or opportunities for improvement, 

detailed below:  

Key areas agreed for action (due to be complete between April 2015 and April 

2016): 

1. The following areas require action:  

(i) Password length should be strengthened;  

(ii) The user account base should be risk assessed with a view to minimising 

generic accounts or constraining their capability.  In addition, the use of 

password expiry overrides should be minimised and mechanisms introduced to 

enforce regular password changes.  Finally, a dormancy process should be 

introduced to identify and disable any user accounts not in use that may have 

bypassed he normal leaver process.  (High) 

2. The following areas require action:  

(i) The risks associated with server patching gaps should be assessed and 

addressed, or registered as corporate risks should valid operational reasons 



Internal Audit Progress Report 

P&O Committee August 2015 

Appendix to Item 3 
Performance and Overview Committee 

19 August 2015 

Cheshire Fire Authority 

 

 

P a g e  | 4 

exist.  

(ii) The weak account passwords identified on servers should be investigated and 

strengthened where appropriate. 

(iii) Instances of excessive access permissions to all staff should be investigated, 

risk assessed and more appropriately restrictive control applied on a priority 

basis. (High) 

Medium recommendations to be actioned focused on: - 

1. Formally assessing the issues associated with non-Microsoft software patching, the 

identification and monitoring of reported gaps in malware protection to minimise 

exposure, the use of broader vulnerability management to ensure all risks and live 

exploits are understood and mitigated in a timely fashion and restricting access for 

staff to use and write to specifically authorised and encrypted external storage 

devices 

2. Management considering and introducing improvements relating to the following:  

(i) moisture ingress detection and alerting; 

(ii) the provision of UPS at the secondary site in order to prevent potential issues 

surrounding power blips and to cover the gap whilst generators kick in; 

(iii) the provision of fire suppression in the secondary room to protect their 

investment; and 

(iv) formal arrangements and oversight of computer room controls and risks not 

directly under IT staff jurisdiction.  Roles, responsibilities, change/risk 

management and how effective oversight can be achieved should also be 

considered.  

3. Ensuring that documentation covering contingency priorities, maximum recovery 

times and data loss in different outage scenarios, particularly computer room or 

widespread infrastructure outages, is enhanced and approved by management to 

ensure arrangements align to operational expectations and local continuity 

arrangements. 

4. Considering the security which protects the various SQL databases using the 

‘Mixed Mode’ authentication and on a priority basis evaluate and implement 
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mitigating controls. 

Executive/ Management Sponsor: Head of ICT 

 

Title Assurance Level 

 

Recommendations 

 

Pension Payments Significant    0 x Critical 
   0 x High 

 2 x Medium 

 1 x Low 

Background: The rules which govern firefighter pension schemes also determines 

what should and shouldn’t be included in the Authority’s Pension Fund Account. The 

biggest item of expenditure is the payment of pensions; the biggest item of income is 

employee and employer contributions. 

The net position (the difference between income and expenditure) on the Pension 

Fund Account has historically been a deficit. This deficit is met by way of a grant from 

Department for Communities and Local Government (DCLG), commonly known as a 

Top up Grant. 

Firefighters who retire from the Service as a result of injuries sustained whilst 

undertaking their operational role are entitled to compensatory payments in addition 

to their pensions. The compensatory payments are not considered eligible expenditure 

under the Pension Fund Account rules, and should be paid from the Authority’s 

Comprehensive Income and Expenditure Statement and not the Pension Fund 

Account. 

All payments of pension are made on behalf of the Authority by the external pension 

administrator, which since 2009 has been Mouchel. The compensatory payments, 

described as injury pensions, are notified to the Authority along with all other 

payments. 

Objective: To provide an opinion as to whether pensioner payments have been 

correctly allocated by Mouchel between elements relating to the Pension Fund and 

those to the Income and Expenditure Statement. 

Summary: A sample of 50 cases were selected at random and the review was two-fold 

in that documentation held by CFRS and Mouchel were reviewed in order to confirm 

whether this supported the Pension output report produced by Mouchel (Grossnett 

report).  The review noted that some evidence was available which confirmed the 



Internal Audit Progress Report 

P&O Committee August 2015 

Appendix to Item 3 
Performance and Overview Committee 

19 August 2015 

Cheshire Fire Authority 

 

 

P a g e  | 6 

categories assigned within the Grossnett report for 46 of the cases sampled, albeit the 

documentation which was available did vary. 

There were a number of files within the sample which were missing at either CFRS or 

Mouchel; however, there were four cases where there was no information held by 

either CFRS or Mouchel, and therefore no assurance can be provided on these cases.  

It should be noted that 32 cases from the overall sample related to individuals who 

had retired prior to 1999 and date back as far as 1967, therefore gaps in information 

should not be unexpected. 

Included in the sample were 10 cases post-handover to Mouchel. From this sample it 

was found that the records held by Mouchel and CFRS provided a stronger audit trail 

to support the categories that had been assigned. 

It is acknowledged from discussion with management that the handover from the 

previous pension provider to Mouchel on the 1st January 2009 could have been better 

managed whereby clear instructions and requirements regarding the documentation 

held should have been set out from the outset but due to time constraints the 

handover was fast-tracked.   Mouchel confirmed that they had inherited the position 

and there was no agreement for them to review the data at the point of transfer or to 

undertake a gap analysis of the documentation. 

Key areas agreed for action (due to be complete by March 2016): 

Medium recommendation to be actioned focused on: -  

• CFRS in conjunction with Mouchel undertaking an exercise to identify and fully 

understand the extent of missing information which supports the payment 

amount and category.  Once this has been completed a decision should be 

taken by the Fire Authority on how it should manage the risk going forward; 

and 

• Devising a defined methodology for the records that should be retained by 

CFRS and Mouchel. 

One Low recommendation to be actioned focused on reviewing the correct 

application of category code for two instances identified in this review.  It should be 

noted that neither case would impact on the amount claimed from the DCLG as part 

of the top up grant. 

Executive/ Management Sponsor:  Head of Finance 
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Title Assurance Level 

 

Recommendations 

 

Statement of Assurance 

(Principle 7 - Compliance with 

the National Framework) 

High    0 x Critical 
   0 x High 

 0 x Medium 

 0 x Low 

Background: The Fire and Rescue National Framework was developed by the 

Department for Communities and Local Government (DCLG) and last updated during 

July 2012 and identifies the Government's priorities and objectives for Fire and Rescue 

Authorities in England. 

The purpose of the Framework is to provide an overall strategic direction to fire and 

rescue authorities whilst not directing them how their communities should be served 

given that Fire and Rescue authorities are accountable ultimately to local communities 

and not the government. Under the National Framework, the areas included need to 

be underpinned by an evidence base that can be updated on a regular basis. 

A National Framework Action Plan is maintained by the Corporate Intelligence Unit, in 

consultation with relevant officers, for monitoring current arrangements against the 

National Framework and also to highlight any gaps. 

Objective: MIAA were requested to undertake an independent review of a sample of 

sections from the National Framework Action Plan completed by CFRS and test this 

against the supporting evidence, in order to determine whether the findings represent 

an accurate position. 

Summary: Based on the areas reviewed we can conclude that overall, sufficient 

evidence was available to support the conclusions recorded within the National 

Framework Action Plan, and thus demonstrating compliance with the Framework.  Our 

conclusions and assurance level is based on the areas of evidence reviewed and 

discussions with key leads.   There were some suggested areas for 

inclusion/amendment on some areas of the document which were provided to 

management at the time of the site visit.  The National Framework Action Plan 

document was updated accordingly during the site visit and as such has been taken 

into account when forming our opinion level. 

Executive/ Management Sponsor: Head of Planning, Performance and 
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Communications / Corporate Programme Manager 

 

3. Work in Progress 

The following pieces of work are in progress and will be reported to Committee 

following completion: 

Work In progress 

2015/16 

• Unitary Performance Groups – Planning meeting held with lead officer(s). 

Terms of reference drafted and to be reported to Policy Approval Group 

(PAG) 20th July. 

• Fire Cadet Groups - Planning meeting held with lead officer(s). Terms of 

reference drafted and to be reported to PAG 20th July. 

• Princes Trust - Planning meeting held with lead officer(s). Terms of 

reference drafted and to be reported to PAG 20th July. 

• Operational Training – Initial planning underway. 

 

Request for Audit Plan Changes 

Policy Approval Group approval will be requested for any amendments to the original 

plan and this will be reported to the Performance and Overview Committee to 

facilitate the monitoring process. 

• There are no current proposals to amend the approved audit plan.
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Appendix A: Assurance Definitions and Risk Classifications 

Level of 
Assurance 

Description 

High Our work found some low impact control weaknesses which, if addressed 
would improve overall control.  However, these weaknesses do not affect key 
controls and are unlikely to impair the achievement of the objectives of the 
system. Therefore we can conclude that the key controls have been adequately 
designed and are operating effectively to deliver the objectives of the system, 
function or process. 

Significant There are some weaknesses in the design and/or operation of controls which 
could impair the achievement of the objectives of the system, function or 
process. However, either their impact would be minimal or they would be 
unlikely to occur. 

Limited There are weaknesses in the design and / or operation of controls which could 
have a significant impact on the achievement of the key system, function or 
process objectives but should not have a significant impact on the achievement 
of organisational objectives. 

No There are weaknesses in the design and/or operation of controls which [in 
aggregate] have a significant impact on the achievement of key system, 
function or process objectives and may put at risk the achievement of 
organisational objectives. 

 

Risk Rating Assessment Rationale 

Critical Control weakness that could have a significant impact upon, not only the 
system, function or process objectives but also the achievement of the 
organisation’s objectives in relation to: 

• the efficient and effective use of resources 
• the safeguarding of assets 
• the preparation of reliable financial and operational information 
• compliance with laws and regulations. 

High Control weakness that has or is likely to have a significant impact upon the 
achievement of key system, function or process objectives. 
This weakness, whilst high impact for the system, function or process does not 
have a significant impact on the achievement of the overall organisation 
objectives. 

Medium Control weakness that: 
• has a low impact on the achievement of the key system, function or 

process objectives; 
• has exposed the system, function or process to a key risk, however the 

likelihood of this risk occurring is low. 

Low Control weakness that does not impact upon the achievement of key system, 
function or process objectives; however implementation of the 
recommendation would improve overall control. 
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Appendix B: Contract Performance 

The primary measure of your internal auditor’s performance is the outputs deriving from work 

undertaken. The plan has also been discussed with lead officers to determine the appropriate timing 

of individual work-streams to accommodate organisational priorities, availability, mandatory 

requirements and external audit views. 

General Performance Indicators 

The following provides some general performance indicator information to support the Committee in 

assessing the performance of Internal Audit. 

Element Status Summary 

Progress against plan Green 
Audit reviews are on track in terms of planned 

completion. 

Timeliness Green 
Generally, reviews are progressing in line with planned 

delivery. 

Qualified Staff Green 

MIAA Audit Staff consist of: 

• 65% Qualified (CCAB, IIA etc.) 

• 35% Part Qualified 

Quality Green 
MIAA operate systems to ISO Quality Standards. Triennial 

review by External Audit was positive. 

 

Overview of Output Delivery 

REVIEW TITLE PLANNED COMPLETION  ASSURANCE 

LEVEL 

Commentary 

 

Aug  Nov  Feb  Apr  

High / 

Significant / 

Limited / No 

 

FINANCE & RESOURCES 

Financial Systems    ο   

Pension Payments ●    Significant 2014/15 – Final Report 

Fire Cadet Groups  ●    
Terms of reference to be 

reported to PAG 20th July. 
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REVIEW TITLE PLANNED COMPLETION  ASSURANCE 

LEVEL 

Commentary 

 

Aug  Nov  Feb  Apr  

High / 

Significant / 

Limited / No 

 

Princes Trust  ●    
Terms of reference to be 

reported to PAG 20th July. 

Capital 

Programme 
  ο    

PERFORMANCE 

Unitary 

Performance 

Groups 

 ●    
Terms of reference to be 

reported to PAG 20th July. 

OPERATIONAL COMPLIANCE 

IT Network 

Infrastructure 
●    Limited 2014/15 – Final Report 

IT Critical 

Application(s) 
  ο    

Operational 

Training 
 ο    Initial Planning Underway 

GOVERNANCE, RISK AND LEGALITY 

NW Joint Control 

Centre 
   ο   

Risk Maturity – 

Departmental / 

Station Level 

  ο    

Statement of 

Assurance 
●   ο High 2014/15 – Final Report 

FOLLOW-UP AND CONTINGENCY 

Follow-up  ●  ο  Fieldwork in progress 

Contingency       

 Key 

ο = Planned    ● = In Progress / Complete 
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Appendix C: Critical and High Level Risk Action Plans 

There have been two high risk recommendations agreed with management. 

IT Network infrastructure Risk Rating: High 

1. Limitations in General User Account Security 

Control design 

Issue Identified – The system wide user account protective controls are not adequately 

aligned to expected practice in that the password length is only 5 characters and no 

complexity is enabled to help enforce stronger passwords.  Normal expectations would be a 

minimum of 8 complex characters. Microsoft actually recommend 12 characters.  

Management was well aware and evidenced discussion at a Senior forum but it has not been 

registered as a corporate risk. 

A lot of generic accounts exist, without special constraints applied, which would undermine 

accountability.  Furthermore, a relatively high number of users have password expiry override 

applied and some whose passwords haven’t changed since 2001.  This increases the 

likelihood of passwords being well known or being compromised and potentially being 

weaker password strengths given their age.  It is acknowledged that some of the overrides 

are to overcome difficulties with mobile computing account synchronisation.  

Whilst processes exist to disable leaver accounts based on HR information dormancy checks 

are recommended to handle any oversights.  

Specific Risk – Security controls that are not appropriately robust increase the risk of 

operational disruption or data breaches due to inappropriate activity or malware.  

Recommendation – The following areas require action:  

1. Password length should be strengthened to at least 8 characters, ensuring maximum 

forced change for users, and a plan of action to enable complexity should be 

developed.  It is acknowledged that a much larger lockout may be required 

temporarily should complexity be enabled.  

2. The user account base should be risk assessed with a view to minimising generic 

accounts or constraining their capability, if essential.  In addition, the use of password 

expiry overrides should be minimised and mechanisms introduced to enforce regular 
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password changes in a manner that overcomes mobile computing authentication 

challenges.  Finally, a dormancy process should be introduced to identify and disable 

any user accounts not in use that may have bypassed the normal leaver process. 

Logging at all levels of the operating system should be reviewed to arrive at an 

appropriate balance between coverage and detail, and performance and usability.  

Any residual risks should be appropriately registered and managed through corporate risk 
processes. 

Management Response (Remedial Action Agreed) – Strong passwords are advised in the 

security information given out during induction and the enforcement of strong passwords will 

be introduced as part of the PSN compliance project.  A longer lockout of 90 days is also 

being introduced. 

An audit of generic accounts has been added to the monthly security audit carried out by the 

Head of ICT & The Service Desk Manager to ensure we only have the minimum number of 

generic accounts.  

The service desk manager carries out monthly dormancy account audits already to capture 

any accounts not requested to be disabled via the monthly HR reports sent to IT. 

Responsibility for Action – Head of ICT 

Deadline for Action – 1- July 2015; 2 – September 2015 

 

IT Network Infrastructure Risk Rating: High 

2. Localised Instances of Poor Security 

Control design 

Issue Identified – Instances of poor server security patching where identified in 8 cases with a 

maximum of 124 missing patches including ‘Criticals’ going back to 2011 in the worst 

instance.  It is acknowledged that supplier dependencies/constraints may be a contributing 

factor in specific cases.  These gaps in control did not appear to have been escalated and 

registered as corporate risks. 

Furthermore, up to 8 local privileged accounts on servers where identified as having top ten 

weak passwords, such as being the same as the user i.d, which would make brute force 
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attacks or inappropriate activity simple.  Four of these where on one server.   

Finally, pockets of weak access controls were identified across the estate where all users had 

excessive permissions to system and data areas, including the ability to read, update and even 

change security.  This is contrary to the basic security principle of ‘least privilege’.  

Specific Risk – Security controls that are not appropriately robust increase the risk of 

operational disruption or data breaches due to inappropriate activity or malware.  

Recommendation – The following areas require action:  

1. The risks associated with server patching gaps should be assessed and addressed, or 

registered as corporate risks should valid operational reasons exist.  

2. The weak account passwords identified on servers should be investigated and 

strengthened where appropriate. 

3. Instances of excessive access permissions to all staff should be investigated, risk 

assessed and more appropriately restrictive control applied on a priority basis.  

Any residual risk should be appropriately registered and managed through corporate risk 

processes.  

Management Response (Remedial Action Agreed) –  

1. The server identified within the report with missing security patches has been patched and 

added to the monthly patching schedule as this was an oversight on our 3rd party support 

behalf. 

2.  An audit of the base line analysis is to be carried out by the ICT operations manager to 

increase the password strength of any weak accounts. 

3.  The ICT Operations manager is investigating if this is a security risk as we believe it is a 

requirement to have a folder traversing in order for shares to be efficient.   

Responsibility for Action – ICT Operations Manager 

Deadline for Action – 1 - Complete; 2 – July 2015; 3- July 2015.  

  


